Propagation criterion of degree l and order k (P C(l) of order k) for Boolean functions is important for the design of block ciphers. In [1-2] Kurosawa , Stoh and Carlet gave several constructions of Boolean functions satisfying P C(l) of order k from binary linear or nonlinear codes. Matsumoto, Kurosawa and Itoh proved some lower bounds and an nonconstructive upper bound on the input length the Boolean functions in Kurosawa-Satoh construction. In this paper, algebraic-geometric codes over GF (2 m ) are inserted in Kurosawa-Satoh construction for giving explicit constructions of Boolean functions satisfying P C(l) of order k by this AG-construction. This method give some constructive upper bound on the minimum input length of Boolean functions satisfying 1 P C(l) of order k in Kurosawa-Satoh construction.
I. Introduction and Preliminaries
In cryptography bolck ciphers are used in many applications. Propagation criterion of degree l and order k is one of the most general properties of Boolean functions which have to be satisfied for their use in block ciphers. It is introduced in Preneel et al [4] , which extends the property strictly avalanche criterion SAC in [5] . For a Boolean function f (x) = (x 1 , ..., x n ) of n inputs, set Df Dα = f (x) + f (x + α), f satisfies P C(l) of degree l if Df Dα is a balanced Boolean function for any α with 1 ≤ wt(α) ≤ l. When any function obtained from f by keeping any k inputs fixed satisfies P C(l), we say f have the property P C(l) of order k. It is known that P C(n) Boolean functions of n inputs are just the perfect nonlinear functions introduced by W.Meier and O.Staffebach [6] . They exist only when n is even. Bent functions are example of this kind of functions (see [2, 6] ). People only have few constructions of P C(l) of order k Boolean functions. In [1-2] P C(l) of order k Boolean functions were constructed from binary linear or nonlinear codes. For satisfying the conditions of these constructions the minimum distances of the binary codes and its dual have to be lower bounded. Some lower bounds on the minimum length of the binary linear codes with their minimum distance and dual distance specified were proved in [3] . They also gave a non-constructive upper bound by Gilbert-Varshamov type argument in [3] . Algebraic-geometric codes are well-known for their dual distances are lower bounded by Goppa bound. Thus it is natural to use algebraic-geometric codes in Kurosawa-Satoh construction for giving P C(l) of order k Boolean functions.
From [1] we know the following result.
Kurosawa-Satoh Theorem (see [1] )Let C 1 be a linear binary code of length s and minimum distance d 1 and dual distance d ′ 1 , C 2 be a linear binary code of length t with minimum distance
Then the Boolean functions of s + t inputs satisfying P C(l) of order k can be explicitly given.
Corollary 1 (see [1] and [3] ) Let C be a linear binary code with minimum distance at least k + 1 and dual distance at least l + 1. Then Boolean functions of 2n inputs satisfying P C(l) of order k can be explicitly given.
We recall some basic facts about algebraic-geometric codes ( see [7] , [8] and [9] ). Let X be an absolutely irreducible, projective and smooth curve defined over GF (q) with genus g, D = {P 1 , ...P n } be a set of GF (q)-rational points of X and G be a 
We know that the functional code is just the evaluations of functions in L(G) at the set D and the residual code is just the residues of differentials in Ω(G − D) at the set D (see [7] [8] [9] ).
We also know that C L (D, G) and C Ω (D, G) are dual codes. It is known that for a differential η that has poles at P 1 , ...P n with residue 1 (there always exists such a η, see [8] 
, the function f corresponds to the differential f η. This means that functional codes and residue code are essentially the same. It is clear that if there exist a differential η such that
) is a self-dual code over GF (q). For many examples of AG codes, including these self-dual AG-codes, we refer to [7] , [8] and [9] .
It is well-known in the theory of algebraic curves over finite fields that there exists algebraic curves {X t } defined over GF (q 2 ) with the property lim
g(Xt) = q − 1 (Drinfeld-Vladut bound)(see [10] [11] ), where N (X t ) is the number of GF (q 2 ) rational points on the curve X t and g(X t ) is the genus of the curve X t . Actually for this family of curve N (X t ) ≥ (q − 1)q t + 1, g(X t ) = q t − 2q t 2 + 1 for t even and g(X t ) = q t − q t+1 2 − q t−1 2 + 1 for t odd (see [10] [11] ).
For a AG-code over GF (2 m ) its expansion to some base B of GF (2 m ) over GF (2) will be used in our construction. Let {e 1 , .., e m } be a base of GF (2 m ) as a linear space over GF (2) . For a [n, k, d] linear code C ⊆ GF (2 m ) n , the expansion with respect to the base B is the binary code B(C) ⊆ GF (2) mn consists of all codewords B(x) = (B(x 1 ), ..., B(x n )), x = (x 1 , .., x n ) ∈ C. Here B(x i ) is a length m binary vector (x 1 i , ..., x m i ), where
It is easy to verify that the binary linear code
It is well-known that there exists a self-dual base B for any finite field GF (2 m ). The following result is useful in our construction.
Proposition 1 (see [11] ). Let B be a self-dual base of GF (2 m ) over GF (2) and C be a linear code over GF (2 m ). Then the dual code B(C) ⊥ is just B(C ⊥ ).
II Main Results and Constructions
The following Theorem 1 and Corollary 2 are the main results of this paper. Theorem 1. Let X (resp. X ′ ) be a projective, absolutely irreducible smooth curve of genus g (resp. g ′ ) defined over GF (2 m ) (resp. GF (2 m ′ )). We denote N (X)(resp. N (X ′ )) the number of GF (2 m )(resp. GF (2 m ′ )) rational points on X(resp. X ′ ). Let P (resp. P ′ ) be a set of n GF (2 m )(resp. n ′ , GF (2 m ′ )) rational points on X(resp. X ′ ), G(resp. G ′ ) a GF (2 m )(resp. GF (2 m ′ )) divisor on X(resp. X ′ ) with degree satisfying 2g −2 < deg(G) < n and supp(G)
Then we have P C(l) of order k Boolean functions with mn + m ′ n ′ bits inputs, where
. If the curves and the bases of the linear space
) are explicitly given, the P C(l) of order k Boolean functions can be explicitly given.
Let N (d, d ′ ) be the minimum length of the linear binary codes with its minimum distance at least d and dual distance at least d ′ (see [3] ), it is clear that the minimum input length W (l, k) of P C(l)
Proof of Theorem 1. We consider the
. Let B and B ′ be self dual bases of GF (2 m ) and GF (2 m ′ over GF (2). We consider the linear binary codes
. From Kurosawa-Satoh Theorem the conclusion is proved.
Proof of Corollary 2. By using the curve family of Garcia-Stichtenoth described in section 1, we take P = P ′ a set of t (t ≤ (2 m − 1)2 mi ) GF (2 2m ) rational points, and
It is well-known in the theory of algebraic curves over finite fields, there are many curves over GF (2 m ) (see [13] ) with various number of rational points and genus. Thus when we use Theorem 1 for constructing P C(l) of order k functions, we have very flexible choices of parameters on l, k and the input length mn + m ′ n ′ . This is quite similar to the role of AG-codes in the theory of error-correcting codes, algebraic-geometric method offer us P C(l) of order k functions of mn + m ′ n ′ inputs with very few restrictions on parameters.
In the following part some examples of P C(l) of order k Boolean functions are constructed by Theorem 1 and Corollary 2. Comparing our constructions with the previously-known P C(l) of order k functions in [1] [2] , it seems these P C(l) of order k functions are quite good. Example 1. We use the Reed-Solomon codes as AG-codes over genus 0 curve (over GF (2 m )) in the construction Theorem 1. We take n = n ′ = 2 m a divisor of degree deg(G) = deg(G ′ ) = t − 1. Then l = t, k = 2 m − t and mn + m ′ n ′ = m · 2 m+1 , P C(t) of order 2 m − t with m · 2 m+1 inputs Boolean functions are constructed for each positive integer m ≥ 2 and t satisfying 1 ≤ t ≤ 2 m − 1. We have P C(1) of order 3 with 16 inputs Boolean functions, P C(2) of order 2 with 16 inputs Boolean functions, P C(t) of order 8 − t with 48 inputs Boolean functions for each 1 ≤ t ≤ 7, etc. The cases of m = 4, 5, 6, 7 for various code lengths n are listed in the following Table 1 . Table 1 P C(t) of order n − t Boolean Functions of W Inputs Example 2. The AG-codes over a curve of genus 4 defined over GF (4) is used in this example. From [13] it is known this curve have 15 GF (4) rational points. Thus we have n = n ′ = 14, deg(G) = deg(G ′ ) = 10, m = m ′ = 2 in Theorem 1 and P C(3) of order 3 Boolean functions with 56 inputs are constructed.
Example 3. We use AG-codes over elliptic curves (the genus g is 1) defined over GF (8), GF (16), GF (32), GF (64), GF (128) in this example. From Table [13] , we have such curves with N = 14, 25, 44, 81, 150 rational points. Thus we have AG-codes over GF (2 m ) with lengths N − 1 and distance d = N − 1 − t and dual distance d ⊥ = t, P C(t) of order N − t − 3 Boolean functions with W = 2m(N − 1) inputs are constructed. The resulted functions are summarized in the following Table 2 . Example 4. The AG-codes over Klein quartic (defined over GF (8)) of genus g = 3 is used in this example. The Klein quartic have 24 GF (8) rational points. We have m = m ′ = 3. The resulted P C(t) of order k Boolean functions with W inputs are listed in the follow Table 3 . Example 5. Let X be the genus 0 curve defined over GF (8) and X ′ be the elliptic curve defined over GF (8) of 14 GF (8) rational points (see [13] ), P be a set of 8 ration points on X and P ′ be a set of 13 rational points on X ′ , deg(G) = 4, deg(G ′ ) = 5. From Theorem 1 we have P C(4) of order 4 Boolean functions of 63 inputs. Example 6. Hermitian curves are C : y q +y = x q+1 defined over GF (q 2 ) with genus g = q(q−1)
2 . There are q 3 + 1 GF (q 2 ) rational points on C. Here we take q = 2 m . In Theorem 1, if we can find a algebraic curve such that n − 2g ≥ k + l it is obvious the linear binary codes needed in Theorem 1 can be constructed by the expansions of AG-codes over this curve. Thus if q 3 − 2g = q 3 − q 2 + 2q > (q − 1) 3 ≥ k + l, we have P C(l) of order k Boolean functions from Hermitian codes. The input length of the constructed functions is at most 4⌈log 2 (k + l)⌉((k + l) 1 3 + 1) 3 . We have the following result.
Corollary 3. For any positive integer l and k, we have P C(l) of order k Boolean functions with 4⌈log 2 (k + l)⌉((k + l)
In Table 4 we summarize some Boolean functions from Hermitian curves, it is noted when k and l becomes very large, we have to use some curves with high genus as Hermitian curves. From Corollary 2 we have the following constructive upper bound on the minimum input lengths of P C(l) of order k Boolean functions. Proof. We use the i-th member in Garcia-Stichtenoth curve family ( see [10] [11] ) over GF (q 2 ) for q = 8. We need N − 1 − 2g ≥ k + l in Theorem 1. Thus if we have (q − 3)q i > (q − 2) i ≥ k + l, the desired AG-codes can be constructed on this curve. The conclusion follows directly from a simple computation.
III Conclusion
In this paper we presented a constructive method for giving P C(l) of order k functions explicitly from algebraic-geometric codes over various algebraic curves. The constructive upper bounds on the existence of P C(l) of order k Boolean functions have been proved and the method for giving the explicit form of these Boolean functions have been obtained.
